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I. INTRODUCTION 

 On October 4, 2006, President George W. Bush signed the 

Department of Homeland Security Appropriations Act of 2007.1 

This law gave the Department of Homeland Security (“DHS”) the 

power to regulate many of the nation’s industrial facilities, 

petrochemical plants, refineries, and other critical 

infrastructures by directing the Department to establish 

regulations utilizing Risk-Based Performance Standards and 

Security Vulnerability Assessments.2 The law also gave DHS 

oversight over the implementation of Site Security Plans at these 

installations.3 Section 550 required DHS to make a 

determination as to which facilities posed a risk to the nation’s 

security,4 and the Department “was given six months from the 

time Section 550 was enacted (Oct. 4, 2006) to plan, build, and 

begin implementing a complex new regulatory regime.”5  

 After the comment period for Public Law 109-295, DHS 

published the Chemical Facility Anti-Terrorism Standards 

(“CFATS”) at 6 C.F.R. § 27 on April 9, 2007.6 The regulation took 

effect on June 8, 2007,7 and its stated purpose is “to enhance the 

security of our Nation by . . . lowering the risk posed by certain 

chemical facilities.”8 Since its implementation, CFATS has had a 

direct and substantial impact on many of the nation’s chemical 

facilities, oil refineries, and other producers.9 The standard 

evolved into a regulatory program that has injected DHS policies 

and requirements directly into many of the nation’s largest 

industrial companies.    

                                                                 
 1. Department of Homeland Security Appropriations Act of 2007, Pub. L. No. 109-

295, 120 Stat. 1388 (2006).  
 2. Id. See also Press Release, Dep’t. of Homeland Sec.: Readout of Secretary 

Napolitano’s Remarks at the Chemical Sector Security Summit (July 7, 2010), 

http://www.dhs.gov/ynews/releases/pr_1278525832515.shtm. 
 3. Id. 

 4. Dep’t. of Homeland Sec. Risk for Chemical Facility Anti-Terrorism Standards, 

Feb. 19, 2009, http://www.dhs.gov/files/programs/gc_1185897486043.shtm [hereinafter 

CFATS]. 
 5. DEP’T OF HOMELAND SEC., THE CHEMICAL FACILITY ANTI-TERRORISM 

STANDARDS – UPDATE FOR THE CHEMICAL SECTOR SECURITY SUMMIT 2 (2009) [hereinafter 

CFATS – UPDATE], available at 

http://www.dhs.gov/xlibrary/assets/chemsec_summit09_cfatsoverview.pdf.  

 6. Chemical Facility Anti-Terrorism Standards General Information, 

http://www.chemicalsecurity.com/CFATS.shtml (last visited Mar. 23, 2010) [hereinafter 

CFATS – General Information].  The Roberts Law Group is a niche law firm located in 

Houston, Texas, that focuses on homeland security laws and regulations, especially those 

pertaining to chemical and petrochemical markets. 

 7. CFATS – UPDATE, supra note 5, at 2. 

 8. Chemical Facility Anti-Terrorism Standards, 6 C.F.R. § 27.100 (2010). 

 9. CFATS – General Information, supra note 6.  
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II. THE CFATS PROGRAM 

 The CFATS program can be likened to other federal 

regulatory programs, such as those carried out by the 

Environmental Protection Agency (“EPA”), in which fines are 

imposed or notices to cease operations are issued for 

noncompliance.10 By June 2010, the CFATS program regulated 

4,997 facilities throughout the United States and its territories.11 

The program is best described as encompassing seven distinct 

phases for implementation and compliance. These phases and 

their immediate impact on American facilities are described in 

sequence below. Despite the distinct phases of the program, 

uncertainty in the regulated community accompanies the 

implementation of the CFATS program due in part to the non-

prescriptive requirements of CFATS legislation.12     

A. Phase One – The Top-Screen 

 The first phase of the CFATS process is for a regulated 

facility to submit a Top-Screen via the Chemical Security 

Assessment Tool (“CSAT”).13 Any facility in the U.S. “that 

manufactures, uses, stores or distributes certain chemicals” 

listed in Appendix A to 6 C.F.R. § 27 has sixty days from the time 

that use begins to complete and submit a Top-Screen to DHS.14 

The Department may also notify a facility directly that it needs 

to complete a Top-Screen through an Initial Notification Letter.15   

 The CSAT is a secure web-based system that “was 

developed to help the Department identify facilities that meet 

the criteria for high-risk chemical facilities.”16 It also supplies the 

instruments that regulated facilities need to conduct a Security 

Vulnerability Assessment (“SVA”) and establish a Site Security 

Plan (“SSP”).17 Only those individuals certified to handle 

                                                                 
 10. 6 C.F.R. § 27.300(b). 

 11. SUE ARMSTRONG, UPDATE ON IMPLEMENTATION OF THE CHEMICAL FACILITY 

ANTI-TERRORISM STANDARDS AND DEVELOPMENT OF AMMONIUM NITRATE REGULATIONS, 

2010 CHEMICAL SECTOR COORDINATING COUNCIL SECURITY SUMMIT 3 (2010), available at 

http://www.dhs.gov/xlibrary/assets/chemsec_summit_2010_cfats%20update_sue_armstron

g.pdf. See Appendix B: CFATS Phase Flow Chart. 
 12. See generally CFATS Knowledge Center, http://csat-help.dhs.gov (search “FAQ 

1657”) (response to a request from the regulated community for guidance on 

implementing specific security measures). 

 13. 6 C.F.R. § 27.210(a)(1).  

 14. DEP’T. OF HOMELAND SEC., CSAT TOP-SCREEN, Aug. 13, 2009, 

http://www.dhs.gov/files/programs/gc_1235582326154.shtm.  

 15. Id. 

 16. DEP’T. OF HOMELAND SEC., CHEMICAL SECURITY ASSESSMENT TOOL, Jan. 11, 

2011, http://www.dhs.gov/files/programs/gc_1169501486197.shtm.  

 17. Id. (discussing the SVA and SSP in more detail in Sections II-B and II-D, 

respectively). 
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Chemical-Terrorism Vulnerability Information (“CVI”) may 

access the CSAT.18 CVI is the “information protection regime” 

authorized by Public Law 109-295, Section 550.19 The purpose of 

the plan is to protect information developed or submitted for 

CFATS purposes from improper public disclosure.20 In order to 

become CVI certified, an individual must have a “need to know”21 

under § 27.400(e)(1) and must complete DHS CVI training.22 

Once an individual is CVI certified and obtains access to the 

CSAT portal, the individual can then submit a Top-Screen for a 

facility.23 A facility must submit a Top-Screen if it possesses any 

chemicals at the threshold quantities listed in Appendix A to 6 

C.F.R. §27 or if DHS directs the facility to complete a Top-

Screen.24 Appendix A lists over 260 various chemicals and their 

corresponding allowable threshold quantities.25 The chemicals 

listed in Appendix A are used by industries ranging from oil and 

gas to pharmaceutical to agriculture. In the initial draft of 

Appendix A, the Department declared a screening threshold 

quantity of “any amount” for many of the chemicals listed.26 This 

meant that a facility possessing any amount of that chemical 

would have to complete a Top-Screen.27 In the final rule, DHS 

changed the “any amount” screening threshold quantity to actual 

numerical quantities.28 Along with this clarification, the 

Department “developed a specialized approach for propane, 

chlorine, and ammonium nitrate.”29 Unless granted an extension, 

all facilities that were utilizing chemicals listed in Appendix A to 

                                                                 
 18. Id.  

 19. DEP’T. OF HOMELAND SEC., CHEMICAL-TERRORISM VULNERABILITY 

INFORMATION, Aug. 6, 2009, http://www.dhs.gov/files/programs/gc_1181835547413.shtm. 

 20. Id.  

 21. See 6 C.F.R. § 27.400(e)(1), which provides for circumstances where an 

individual has a “need to know.” These circumstances include: when the person requires 

access to specific CVI to carry out chemical facility security activities; when the person 

needs the information to receive training to carry out chemical facility security activities; 

when the information is necessary for the person to supervise or otherwise manage 

individuals carrying out chemical facility security activities; when the person needs the 

information to provide technical or legal advice to a covered person, who has a need to 

know the information regarding chemical facility security requirements of Federal law; 

and when the Department determines that access is required under §§ 27.400(h) or 

27.400(i) in the course of a judicial or administrative proceeding. 

 22. CHEMICAL-TERRORISM VULNERABILITY INFORMATION, supra note 19.  

 23. 6 C.F.R. § 27.200(b)(3) (providing that the submitter must be an officer of the 

company or designated by an officer of the company and must be domiciled in the United 

States.) 

 24. 6 C.F.R. § 27.200(b)(2).  

 25. 6 C.F.R. § 27 app. A (2007).  

 26. DEP’T. OF HOMELAND SEC., FREQUENTLY ASKED QUESTIONS: CHEMICAL FACILITY 

ANTI-TERRORISM STANDARDS: FINAL APPENDIX A, Nov. 2, 2007, 

http://www.dhs.gov/xnews/releases/pr_1193971455405.shtm.  

 27. Id.  

 28. Id.  

 29. Id.  
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6 C.F.R. §27 had to submit a Top-Screen to DHS within sixty 

calendar days of Appendix A’s November 20, 2007 publication in 

the Federal Register.30  

 In January of 2009 DHS updated the questions in the 

Top-Screen, and in September 2010, the agency updated the Top-

Screen User's Manual.31 The questions in the Top-Screen are 

designed to reveal whether a facility presents a high level of 

security risk, which will result in the facility being regulated by 

DHS.32 The facility is notified via an Initial Tier Determination 

Letter whether it will be regulated by DHS, and this letter also 

states the Department's preliminary determination of the 

facility's placement in a risk-based tier.33 DHS places regulated 

facilities in one of four risk-based tiers, “ranging from highest 

risk facilities in Tier 1 to lowest risk facilities in Tier 4.”34 All 

Top-Screens were due on January 22, 2008.35 As of June 2010, 

over 38,000 facilities had submitted Top-Screens to DHS.36  

B. Phase Two – The Security Vulnerability Assessment 

 Each facility that has been preliminarily tiered based on 

the Top-Screen, and is therefore to be regulated by DHS, must 

submit a Security Vulnerability Assessment (“SVA”) within 

ninety calendar days of written notification from DHS.37 Of the 

36,568 facilities that submitted Top-Screens by July of 2009, 

approximately 7,010 received a Preliminary Tiering Notification 

and were required to complete an SVA.38 As of June 2010, 

approximately 6,000 SVAs had been submitted and reviewed by 

DHS.39 Like the Top-Screen, the SVA is also submitted via the 

CSAT.40 The SVA process covers five different areas of interest: 

Asset Characterization, Threat Assessment, Vulnerability 

Analysis, Risk Assessment, and Countermeasures Analysis.41 In 

June of 2008, DHS published a ninety-two-page instruction 

manual for completing the SVA.42  

                                                                 
 30. 6 C.F.R. § 27.210(a)(1)(i). 

 31. CFATS-General Information, supra note 6.  

 32. 6 C.F.R. § 27.205(a). 

 33. Id. See also 6 C.F.R. §27.220(a).  

 34. 6 C.F.R. § 27.220(c).  

 35. CFATS – Update, supra note 4, at 4. 

 36. ARMSTRONG, supra note 11, at 4. 

 37. 6 C.F.R. § 27.210(a)(2). 

 38. CFATS – Update, supra note 4, at 4. 

 39. ARMSTRONG, supra note 11, at 4. 

 40. 6 C.F.R. § 27.215(b). 

 41. 6 C.F.R. § 27.215(a).  

 42. DEP’T OF HOMELAND SEC., CSAT SECURITY VULNERABILITY ASSESSMENT 

INSTRUCTIONS (2008) [HEREINAFTER CSAT SECURITY], available at 

http://www.dhs.gov/xlibrary/assets/chemicalsecurity_svainstructions.pdf. 
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 To begin the SVA, a facility must first identify all 

Chemicals of Interest (“COI”) contained within the facility; this 

will enable the facility to characterize its assets for CFATS 

purposes.43 Chemicals of Interest include: release-toxic chemicals, 

release-flammable chemicals, release-explosive chemicals, 

Improvised Explosive Device (“IED”) precursor chemicals, 

Weapon of Mass Effect (“WME”) chemicals, Chemical Weapon 

Precursors (“CWP”), and sabotage and contamination chemicals. 

After the COIs are identified as being the “potential critical 

assets” of the facility, they are evaluated using Asset 

Characterization.44 This step of the SVA process identifies the 

“hazards and consequences of concern for the facility, its 

surroundings, its identified critical asset(s), and its supporting 

infrastructure.”45 It also attempts to identify any “existing layers 

of protection” within the facility.46 The Threat Assessment 

portion of the SVA comprises a description of potential threats to 

the facility.47 This list of threats includes all internal, external, 

and possible internally assisted threats facing the facility.48 

 A Vulnerability Analysis identifies potential security 

vulnerabilities and recognizes any existing countermeasures 

currently in place at the facility.49 This analysis should also 

include the level of effectiveness that the facility believes the 

existing countermeasures have in reducing the identified 

vulnerabilities and also in meeting the applicable Risk Based 

Performance Standards.50 The Vulnerability Analysis enables the 

facility to provide DHS with specific vulnerability information 

based on “specific attack scenarios” hypothetically proposed 

within the SVA.51      

 The Risk Assessment portion of the SVA includes an 

estimate of the approximate risk facing a facility based on the 

expected effect that an attack would have on each of the facility’s 

critical assets.52 The Risk Assessment also considers the 

likelihood that a successful attack could be launched on the 

facility.53 

                                                                 
 43. Id. at 21. 

 44. 6 C.F.R. § 27.215(a)(1). 

 45. Id.  

 46. Id.  

 47. 6 C.F.R. § 27.215(a)(2).  

 48. Id.  

 49. 6 C.F.R. § 27.215(a)(3). 

 50.  Id. The Risk Based Performance Standards are discussed in detail in a later 

section of this paper describing phase five of the CFATS process. See infra Section II(D). 

 51. CSAT SECURITY, supra note 42, at 57. 

 52. 6 C.F.R. § 27.215(a)(4).  

 53. Id. 
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The SVA’s Countermeasures Analysis look at facilities’ 

strategies to “reduce the probability of a successful attack or 

reduce the probable degree of success.”54 A successful strategy is 

one that is reliable and can be competently maintained by facility 

personnel, while the effectiveness and feasibility of the risk 

mitigation options are also significant factors.55When combined 

with the Top-Screen, the SVA provides DHS with a depiction of 

the risk level facing a facility and enables the Department to 

make a final tier determination for the facility.56   

C. Phase Three – SVA Review and Facility Final Tier 

Determination 

 DHS uses the information contained in the SVA to 

formulate a facility’s final tier determination; specifically, the 

Department will approve or modify the facility’s preliminary, 

Top-Screen-based tier determination.57 A DHS Subject Matter 

Expert will review each facility’s SVA, COI, and the security 

measures in place.58 DHS will notify the facility of its final 

placement within one of the four risk-based tiers via a Final Tier 

Determination Letter.59 This Final Tier Determination Letter 

may indicate that a facility does not actually pose a risk and need 

not be regulated, thus allowing it to exit the CFATS program 

completely.60 On the other hand, the letter may indicate that a 

facility has been determined to be a higher risk than initially 

established, and it will therefore move up in the tier structure.61  

D. Phase Four – The Site Security Plan.  

 Like the Top-Screen and the SVA, the Site Security Plan 

(“SSP”) is also submitted to DHS via the CSAT.62 A regulated 

facility must complete and submit an SSP within 120 calendar 

days of written notification from DHS.63 The SSP aims to compile 

the “specific security measures the facility has or will implement 

                                                                 
 54. 6 C.F.R. § 27.215(a)(5). 

 55. Id.  

 56. Steve Roberts, Attorney at Law, The Roberts Law Group, Address on the 

Chemical Facility Anti-Terrorism Standards: Interim Final Rule, June 8, 2007, 

http://safetycsc.com/pdf/cfats.pdf. 

 57. 6 C.F.R. § 27.220(b).  

 58. CFATS – UPDATE, supra note 5, at 5. 

 59. 6 C.F.R. §§ 27.220(b)-(c). 

 60. CFATS- General Information, supra note 6. 

 61. Id. DHS has indicated that it will begin inspections of the highest risk facilities 

(i.e. tier 1 facilities) before facilities that have been determined to be lower risk facilities 

(i.e. tier 2, 3, and 4 facilities). ARMSTRONG, supra note 11, at 7. 
 62. 6 C.F.R. § 27.225(b). 

 63. 6 C.F.R. § 27.210(a)(3). 
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to meet the Risk-Based Performance Standards (“RBPS”)” based 

on the facility’s final tier determination.64 There are eighteen 

Risk-Based Performance Standards found in 6 C.F.R. § 27.230. In 

May 2009, DHS issued the Risk-Based Performance Standards 

Guidance to assist facilities in completing the SSP.65 The 

eighteen RBPSs as described in 6 C.F.R. § 27.230 are:   

1. Restrict Area Perimeter. Secure and monitor the 

perimeter of the facility; 

2. Secure Site Assets. Secure and monitor restricted areas 

or potentially critical targets within the facility; 

3. Screen and Control Access. Control access to the facility 

and to restricted areas within the facility by screening 

and/or inspecting individuals and vehicles as they 

enter; 

4. Deter, Detect, and Delay. Deter, detect, and delay an 

attack, creating sufficient time between detection of an 

attack and the point at which the attack becomes 

successful; 

5. Shipping, Receipt, and Storage. Secure and monitor the 

shipping, receipt, and storage of hazardous materials 

for the facility; 

6. Theft and Diversion. Deter theft or diversion of 

potentially dangerous chemicals; 

7. Sabotage. Deter insider sabotage; 

8. Cyber. Deter cyber sabotage, including by preventing 

unauthorized onsite or remote access to critical process 

controls, such as Supervisory Control and Data 

Acquisition (“SCADA”) systems, Distributed Control 

Systems (“DCS”), Process Control Systems (“PCS”), 

Industrial Control Systems (“ICS”), critical business 

system, and other sensitive computerized systems; 

9. Response. Develop and exercise an emergency plan to 

respond to security incidents internally and with 

assistance of local law enforcement and first 

responders; 

10. Monitoring. Maintain effective monitoring, 

communications and warning systems; 

11. Training. Ensure proper security training, exercises, 

and drills of facility personnel; 

12. Personnel Surety. Perform appropriate background 

checks on and ensure appropriate credentials for 

                                                                 
 64. CFATS – UPDATE, supra note 4, at 6. 

 65. DEP’T OF HOMELAND SEC., RISK-BASED PERFORMANCE STANDARDS GUIDANCE 

(2009) [hereinafter RBPSG], 

http://www.dhs.gov/xlibrary/assets/chemsec_cfats_riskbased_performance_standards.pdf.  
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facility personnel, and as appropriate, for unescorted 

visitors with access to restricted areas or critical assets 

. . .  

13. Elevated Threats. Escalate the level of protective 

measures for periods of elevated threat; 

14. Specific Threats, Vulnerabilities, or Risks. Address 

specific threats, vulnerabilities or risks identified by 

the Assistant Secretary for the particular facility at 

issue; 

15. Reporting of Significant Security Incidents. Report 

significant security incidents to the Department and to 

local law enforcement officials; 

16. Significant Security Incidents and Suspicious 

Activities. Identify, investigate, report, and maintain 

records of significant security incidents and suspicious 

activities in or near the site; 

17. Officials and Organization. Establish official(s) and an 

organization responsible for security and for 

compliance with these standards; 

18. Records. Maintain appropriate records.
66

 

 

 It has been difficult for many facilities to meet DHS’s 

criterion for compliance with these eighteen standards; in order 

to resolve issues related to the SSP, DHS began conducting pre-

authorization inspections in February of 2010.67 These pre-

authorization inspections are being administered to address 

inadequacies contained in the SSP so that it can be resubmitted 

with the objective of receiving a Letter of Authorization from 

DHS.68 The pre-authorization inspections are not specifically 

required by 6 C.F.R. § 27. In August of 2010, the acting director 

of DHS’s Infrastructure Security Compliance Division (“ISCD”), 

Dennis Deziel, discussed the Department’s direction regarding 

these preliminary inspections while speaking at the National 

Association of Chemical Distributors (“NACD”) Operations 

Seminar and Trade Show.69 Deziel stated that pre-authorization 

inspections are similar to actual authorization inspections that 

are conducted with the objective of Authorization Letter 

issuance.70 The DHS inspectors utilize the facility’s “draft” SSP 

and, after a survey of the facility, the inspectors will ensure that 

                                                                 
 66.  6 C.F.R. § 27.230.  

 67.  Ben DuBose, US to Ramp Up Security Inspections at Chemical Sites, ICS NEWS, 

Aug. 19, 2010, available at http://www.icis.com/Articles/2010/08/19/9386751/us-to-ramp-

up-security-inspections-at-chemical-sites.html. See also ARMSTRONG, supra note 11, at 7. 
 68.  Id. 

 69.  Id. 

 70.  Id.  
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the facility adds any required detail needed to obtain approval.71 

As of June 2010, DHS had conducted forty-seven pre-

authorization inspections, and ISCD was planning to conduct up 

to forty such inspections per month beginning July 2010.72 

Additionally, Letters of Authorization began to be issued in the 

summer of 2010 after facilities started to resubmit SSPs.73 Upon 

receipt of a resubmitted SSP, DHS reviews the document and 

determines if the Site Security Plan requirements of section 

27.225 are satisfied. If the Department finds that the 

requirements have been satisfied, it then issues a Letter of 

Authorization to the covered facility.74 After DHS issues the 

Letter of Authorization, the facility is to implement the approved 

SSP, after which DHS “will conduct a final inspection to verify 

compliance, leading to either a formal Letter of Approval or 

identification of areas that need correction.”75 

 Facilities that had not submitted SSPs by the summer of 

2010 began to receive Administrative Orders from DHS.76 

Eighteen facilities received these orders, all of which had 

previously received warning letters after failing to meet their 

February 2010 deadlines.77 Although these initial Administrative 

Orders did not impose fines or penalties, they represented the 

first step toward enforcement actions against facilities regulated 

by CFATS.78 Facilities that received these Administrative Orders 

were required to either complete an SSP within the time frame 

stipulated in the Order or contest the Order through the CFATS 

adjudication process.79 If a facility fails to complete the SSP or 

contest the Order, DHS is authorized to penalize that facility.80  

1. The Focus on Personnel Surety within the Site Security 

Plan  

 Standard twelve, the Personnel Surety standard, has 

garnered much attention in the regulated community and has 

been an area of concern for facilities’ management.81 This 

                                                                 
 71.  Dubose, supra note 67.  

 72.  ARMSTRONG, supra note 11, at 5.  

 73.  Id.  

 74.  6 C.F.R. § 27.245(a)(1)(i).  

 75.  ARMSTRONG, supra note 11, at 7.  

 76.  Id. at 12. 

 77.  Id.  

 78.  Id.  

 79.  ARMSTRONG, supra note 11, at 12. 

 80. Id.  

 81. See generally MATT BETTRIDGE, CHEMICAL FACILITY ANTI-TERRORISM 

STANDARDS (CFATS): PERSONNEL SURETY, CHEMICAL SECTOR SECURITY SUMMIT 2 (2010), 

available at 

http://www.dhs.gov/xlibrary/assets/chemsec_summit_2010_personnel_surety_matt_bettri

dge.pdf.  
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standard has caused concern because not only does it affect new 

employee hiring practices, but it can also create implications for 

long-term employees.  

 The CFATS Personnel Surety Program regulates the 

private sector background check processes performed by CFATS 

regulated facilities.82 The program provides a method that 

enables facilities to submit information to the federal 

government allowing it to perform a background check for 

“terrorist ties.”83 The federal government’s Terrorism Screening 

Database (“TSDB”) check is the only intrinsically governmental 

function in the CFATS Personnel Surety scheme.84 A regulated 

facility can submit this information to DHS and meet its 

obligation under the Personnel Surety Risk Based Performance 

Standard.85 At a minimum, the form must contain the party’s 

name, place of birth, date of birth, country of citizenship, and 

gender.86 The totality of this collected information is considered 

to be Personal Identifiable Information (“PII”).   

 A regulated facility must submit the PII of individuals 

who have access to restricted areas within the facility as well as 

those who have access to the facility’s critical assets via CSAT.87 

Once DHS receives the PII, it notifies the facility of its receipt of 

the information and the Office of Infrastructure Protection (“IP”) 

sends the data to DHS and the Transportation Security Agency 

(“TSA”).88  

 It is important to recognize that, pursuant to the non-

prescriptive character of the CFATS regulation, authority to 

grant or deny access to a facility still rests with the facility.89 

Furthermore, DHS will not necessarily notify the facility or the 

individual of the vetting results.90 This means that a facility 

could have a potential internal threat operating within the 

facility and DHS may not notify the facility of its findings. 

 In June 2009, DHS published a sixty-day information 

collection request notice pertaining to the Personnel Surety 

Program, and seventeen comments were received.91 A 2010 

                                                                 
 82. Id. This background check includes information regarding personnel identity, 

immigration, and criminal history. 
 83. Id.  

 84. Id. This signifies that, while the CFATS program is non-prescriptive in its 

implementation, the TSDB check is the only function in the program that is explicitly 

required by DHS.  

 85. BETTRIDGE, supra note 81.  

 86. Id. at 3.  

 87. Id. at 4. 

 88. Id. The TSA will conduct periodic vetting of the individuals. 

 89. BETTRIDGE, supra note 81, at 5. 

 90. Id.  

 91. Id. at 6.  
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follow-up request to this notice included the Department’s 

response to the comments received during the sixty-day period, 

and twenty new comments were received in response.92 DHS 

plans to publish the Notice of Proposed Rule Making (“NPRM”) 

concurrently with the Department’s response to these 

comments.93 In the near future, DHS plans to implement the 

CFATS Personnel Surety Program with a small group of tier 1 

(highest risk) facilities, and the Department intends to conduct a 

technical pilot to test the system’s functionality.94   

E. Phase Five – The Approved SSP is implemented and DHS 

Conducts an Approval Inspection 

 Following issuance of a Letter of Authorization, the 

Department will inspect the covered facility in accordance with § 

27.250 (Inspections and Audits) to determine if the facility is in 

compliance with its SSP and the requirements prescribed by the 

CFATS regulation.95 If DHS approves the facility’s 

implementation of the SSP, the Department issues a Letter of 

Approval to the facility, and the facility continues to execute the 

approved SSP.96 An important aspect of the CFATS program is 

that DHS will not disapprove an SSP based on the presence or 

absence of a particular security measure, but it may disapprove 

an SSP that fails to satisfy the Risk-Based Performance 

Standards of section 27.230.97 This means that DHS cannot 

prescribe specific requirements to a facility, nor can it mandate 

the exact approach that a facility takes to achieve security 

objectives. Therefore, DHS takes a comprehensive approach 

when viewing a facility’s total security posture. Prominent 

CFATS authority, Steve Roberts of the Roberts Law Group, 

describes this approach: “[C]ompliance with each RBPS is 

performance-based; DHS cannot mandate the precise manner by 

which a facility must achieve the specific security outcome.”98     

                                                                 
 92. BETTRIDGE, supra note 81, at 6. See Submission for Chemical Facility Anti-

Terrorism Standards Personnel Surety Information Collection, 74 Fed. Reg. 27,555-01 

(June 10, 2009). In April of 2010, DHS published a thirty-day information collection 

request as a follow-up to the original notice. See Chemical Facility Anti-Terrorism 

Standards Personnel Surety Program, 75 Fed. Reg. 18,850-01 (April 13, 2010). 
 93. Id.  

 94. Id. at 7. 

 95. 6 C.F.R. § 27.245(a)(1)(ii). 

 96. 6 C.F.R. § 27.245(a)(1)(iii). 

 97. 6 C.F.R. § 27.245(a)(2).  

 98. Risk-Based Performance Standards, http://www.chemicalsecurity.com/CFATS-

Risk-Based-Performance-Standards.shtml (last visited Mar. 23, 2010). 
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F. Phase Six – Compliance and Record Keeping 

 As part of ongoing compliance with the CFATS program, a 

regulated facility must keep records of certain types of activities 

that occur within the facility, and it must make these records 

available to DHS upon request.99 A covered facility must keep 

records dating back at least three years on activities pertaining 

to training, drills and exercises, incidents and breaches of 

security, maintenance, calibration and testing of security 

equipment, security threats, audits, and Letters of Authorization 

and Approval.100 When a CFATS-regulated facility conducts 

training activities, it must record the date, time, location, and 

duration of each session; a description of the training, the 

instructor’s name and qualifications and a list with the 

attendees’ signatures must also be included.101 The results of any 

evaluation or testing must be included.102 

 When a facility conducts maintenance or calibrates and 

tests security equipment, it must record the date and time of the 

activity, the name and qualifications of the technician performing 

the work, and a description of the security equipment that was 

being maintained, calibrated, or tested.103 When a facility 

encounters a possible security threat, it must record the date and 

time of the occurrence, to whom it was reported, how the threat 

was communicated through the facility, how it was 

communicated to the proper authorities, the identity of the 

person that either received or identified the threat, a description 

of the threat, and a description of the response.104 Each time a 

covered facility is audited for compliance with its Site Security 

Plan or accuracy in its Security Vulnerability Assessment, a 

record of the audit must be kept.105 The record must include the 

date the audit was conducted, a letter certified by the facility 

                                                                 
 99. 6 C.F.R. § 27.255(a). 

 100. Id.  

 101. 6 C.F.R. § 27.255(a)(1). 

 102. Id. Each time the facility conducts a drill or exercise, it must record the date, a 

description of the activity, a list of all participants, a list of the equipment tested or used 

in the exercise, the name and qualifications of the director, and any best practices or 

lessons learned that may improve the SSP. If a facility encounters a security incident or a 

breach of security, it is required to record the date and time of the occurrence, the location 

within the facility that it occurred, a description of the incident or breach, the name and 

position of the individual to whom it was reported, and a description of the facility’s 

response. 

6 C.F.R. §§ 27.255(a)(2) –(3). 

 103. 6 C.F.R. § 27.255(a)(4). 

 104. 6 C.F.R. § 27.255(a)(5). 

 105. 6 C.F.R. § 27.255(a)(6). 
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that states the date the audit was conducted, the results of the 

audit, and the names of the auditors.106  

 A CFATS-regulated facility must keep on record all 

Letters of Authorization and Letters of Approval issued to the 

facility from DHS.107 The facility must retain records of all Top-

Screens, Security Vulnerability Assessments, Site Security 

Plans, and correspondence with the Department that pertained 

to the submittal of these items to DHS for at least six years.108 

DHS may also request that a facility produce records that have 

been kept pursuant to other Federal programs or regulations.109 

Records that a regulated facility is required by DHS to keep may 

be kept in electronic format, but of course the records “must be 

protected against unauthorized access, deletion, destruction, 

amendment, and disclosure.”110 

G. Phase Seven – Material Modifications Require a Facility to 

Submit a Revised Top-Screen 

 Due to changing market conditions and evolving 

technologies, facilities often alter their methods of operation or 

change the chemicals that they use. Under these circumstances, 

DHS requires all covered facilities to submit a revised Top-

Screen within sixty days of any “material modification [made] to 

its operations or site.”111 DHS will then “notify the covered 

facility as to whether the covered facility must submit a revised 

Security Vulnerability Assessment, Site Security Plan, or 

both.”112 DHS does not provide a definition of “material 

modification,” however in the preamble to CFATS, the 

Department provided a response to a request for a definition.   

Material modifications can include a whole host of changes, 

and for that reason, the Department cannot provide an 

exhaustive list of material modifications. In general, 

though, DHS expects that material modifications would 

likely include changes at a facility to chemical holdings 

(including the presence of a new chemical, increased 

amount of an existing chemical, or the modified use of a 

given chemical) or to site physical configuration, which may 

                                                                 
 106. Id. 

 107. 6 C.F.R. § 27.255(a)(7). 

 108. 6 C.F.R. § 27.255(b). As opposed to the three year retention requirement for 

training, drills and exercises, incidents and breaches of security, maintenance, 

calibration, and testing of security equipment, security threats, and audits. 
 109. 6 C.F.R. § 27.255(c). 

 110. 6 C.F.R. § 27.255(d).  

 111. 6 C.F.R. § 27.210(d). 

 112. Id. 



RD1GOODMAN - FINAL 3/21/2012 9:54 AM 

2011] CHEMICAL FACILITY ANTI-TERRORISM 117 

(1) substantially increase the level of consequence should a 

terrorist attack or incident occur; (2) substantially increase 

a facility's vulnerabilities from those identified in the 

facility's Security Vulnerability Assessment; (3) 

substantially effect [sic] the information already provided in 

the facility's Top-Screen submission; or (4) substantially 

effect [sic] the measures contained in the facility's Site 

Security Plan.
113

 

 

 However, it is not always easy to determine whether a 

change constitutes a material modification. If a regulated facility 

adds a Chemical of Interest (“COI”) listed in Appendix A to 6 

C.F.R. § 27 to its inventory, surely this would constitute a 

material modification that would require the submittal of a new 

Top-Screen. The Roberts Law Group, a Houston firm that 

specializes in CFATS compliance, gives an example of a change 

at a facility that is less clear: 

[A] facility that stores 5,000,000 pounds of Methane, which 

is listed as a Release-Flammable COI, in below-ground 

tanks, responds to demand spikes by adding 250,000 

additional pounds of Methane, for a total increase of 5%. 

Methane is the only COI stored by the facility. Is this a 

"material modification" as envisioned by DHS and CFATS? 

On the one hand, the facility is increasing the amount of 

Methane being stored, which reflects, as explained in the 

CFATS Preamble, an "increased amount of an existing 

chemical." On the other hand, the increase does not change 

the facility's initial storage of Methane at an amount 

significantly above the Appendix A STQ, which would 

arguably not substantially affect the facility's original Top-

Screen and/or security vulnerability.
114

   

 

 When deciding whether to resubmit a Top-Screen, a 

facility should likely error on the side of caution when a recent 

change at the facility places it in an area of uncertainty. The 

facility should resubmit a Top-Screen through CSAT even though 

this may initiate an entirely new CFATS process and movement 

through the previous six phases again.    

                                                                 
 113. Chemical Facility Anti-Terrorism Standards, 72 Fed. Reg. 17,688 (April 9, 2007) 

(to be codified at 6 C.F.R. pt. 27). 

 114. CFATS Facility Material Modifications, http://chemical-

security.blogspot.com/2009/11/cfats-facility-material-modifications.html (last visited Mar. 

23, 2010). 



RD1GOODMAN - FINAL 3/21/2012 9:54 AM 

118 ENVIRONMENTAL & ENERGY LAW & POLICY J. [6:1 

III. THE CFATS NON-PRESCRIPTIVE APPROACH MAY CAUSE 

UNCERTAINTY 

 The CFATS program is still in its early stages of 

implementation, so a facility seeking clarity may anxiously 

request information from DHS on how to comply with the various 

standards set forth in the regulation as the facility progresses 

through the different steps of the program. However, because of 

the non-prescriptive nature of the CFATS program, the 

Department will likely be reluctant to provide concrete answers. 

It is foreseeable that a facility’s management could become 

frustrated with DHS as its proposed security measures are 

rejected and DHS does not provide clear guidelines for correcting 

the inadequacies. This could cause tension between the regulated 

facility and the Department.   

 In January of 2010, DHS posted an entry under the 

Frequently Asked Questions section of the CFATS Knowledge 

Center website to a purported request for “a list of specific 

security measures that are required” to be implemented at 

regulated facilities.115 DHS indicated that it is not the 

Department’s intention to instruct the facilities precisely how to 

build and implement specific security measures, but instead 

stated that CFATS legislation actually precludes the Department 

from “prescribing any specific security measure”.116 The response 

cited Section 550(a) of Public Law 109-295, which provides that 

the Department “may not disapprove a site security plan 

submitted under this section based on the presence or absence of 

a particular security measure.”117 This prohibitive language is 

also found at 6 C.F.R. § 27.245(a)(2). Instead of detailing specific 

security requirements, Section 550 directs the Department to 

promulgate Risk-Based Performance Standards that allow a 

facility “to select layered security measures that, in combination, 

appropriately address vulnerability.”118 Furthermore, DHS 

believes that the SSP is effectively designed to allow each facility 

to describe individualized security measures tailored to the 

facility that will meet the applicable Risk-Based Performance 

Standards.119 One could view this as DHS’ understanding that 

each facility is different, and while some measures may be an 

effective and economical solution for one facility, they may not be 

reasonable for another. One might also see this as an attempt at 

                                                                 
 115. CFATS Knowledge Center, supra, note 12. 

 116. Id. 

 117. Id. 

 118. Id.; see also Department of Homeland Security Appropriations Act of 2007, Pub. 

L. No. 109-295, 120 Stat. 1388 (2006). 
 119. CFATS Knowledge Center, supra note 12. 
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not hampering profitability and economic competitiveness. While 

speaking at the 2010 Chemical Sector Security Summit, DHS 

Secretary Janet Napolitano emphasized the importance of the 

CFATS performance standards in helping “protect individual 

facilities against threats without compromising their unique 

operational characteristics or efficiency.”120  

 The question of whether it is more economical to allow a 

facility to develop its own security measures, or whether it would 

be more efficient to simply instruct a facility how it can achieve 

compliance will not be answered. DHS appears to be firm in its 

response that it will not instruct a facility on how to achieve 

compliance. However, DHS has not left regulated facilities 

completely in the dark. As discussed above, the Department 

implemented pre-authorization inspections to assist a facility in 

resolving issues with the facility’s SSP.121  

 Additionally, the Risk-Based Performance Standards 

Guidance document was issued in May 2009. The document was 

developed to assist regulated facilities in the choice and 

implementation of “appropriate protective measures and 

practices,” as well as to assist DHS personnel in “consistently 

evaluating those measures and practices” for CFATS purposes.122 

The document details the most recent insight into DHS’s position 

on the various facets of the eighteen Risk-Based Performance 

Standards (RBPSs); however the document’s disclaimer notice 

states that it “does not establish legally enforceable requirements 

for facilities subject to CFATS or impose any burdens on the 

covered facilities.”123 This is consistent with the non-prescriptive 

requirements of CFATS legislation. The specific security 

measures and the recommended practices detailed in the 

document are not mandatory for a regulated facility, and they do 

not necessarily represent the best solution for every facility’s 

attempt to comply with the RBPSs.124 However, the examples 

discussed in the guidance document reflect possible approaches 

that regulated facilities may consider as part of their 

comprehensive plan to satisfy the requirements imposed by 

CFATS.125 The ultimate responsibility of selecting and 

                                                                 
 120. Readout of Secretary Napolitano’s Remarks at the Chemical Sector Security 

Summit, supra note 2.  

 121. See ARMSTRONG, supra note 11, at 7. DHS has also developed additional tools to 

help guide facilities through the CFATS process and to ultimately help them achieve 

facility approval. The CFATS Knowledge Center, the Risk-Based Performance Standards 

Guidance, and the “Helpful Tips for Completing a Chemical Facility Anti-Terrorism 

Standards (CFATS) Site Security Plan” are examples of such tools. 

 122. RBPSG, supra note 65. 

 123. Id. 

 124. Id. 

 125. Id. at 14. 
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implementing security measures that meet the proscribed 

standards lies with each facility’s management.126 The facility 

must take a comprehensive approach to security by taking into 

account the facility’s specific operating environment, the facility’s 

risk level (reflected by its tier), and the specific security issues 

that the individual facility faces.127 The document gives the 

following example to illustrate the point that it is the collection of 

various security measures that will achieve the level of 

performance required by the regulation.  

[T]he Site Security Plan (SSP) for a facility that is 

considered high risk solely because of the presence of a 

theft/diversion chemical of interest (COI) likely will not 

have to include the same types of security measures as a 

facility that is considered high risk because of potential 

release hazards. Similarly, the SSP for a university or 

medical research facility would not be expected to include 

the same type or level of measures as the SSP for a complex 

chemical manufacturing plant with multiple COI and 

security issues.
128

  

 

 The “Helpful Tips for Completing a Chemical Facility 

Anti-Terrorism Standards (CFATS) Site Security Plan” is a five-

page document developed to assist regulated facilities with the 

SSP development and submittal processes and is a response to 

various questions that the regulated community submitted to 

DHS. The document identifies five areas where DHS felt that 

providing “additional clarity could benefit the development and 

review of an SSP.”129 These five areas are: providing the 

appropriate level of detail, identifying specific “assets” and 

“systems,” using security measures appropriate to specified risk 

levels, facility-wide security measures versus asset-specific 

security measures, and the application of a year-round view.130  

 In this document, DHS requests that facilities provide an 

adequate amount of information in the SSP so that the 

Department can determine whether existing security measures 

                                                                 
 126. RBPSG, supra note 65, at 7. 

 127. Id. 

 128. Id. 

 129. See DEP’T OF HOMELAND SEC., INFRASTRUCTURE SEC. COMPLIANCE DIV., 

HELPFUL TIPS FOR COMPLETING A CHEMICAL FACILITY ANTI-TERRORISM STANDARDS 

(CFATS) SITE SECURITY PLAN 1 (2010) [HEREINAFTER HELPFUL TIPS], available at 

http://www.dhs.gov/xlibrary/assets/ip-cfats-ssp-preparation-tips.pdf.  

 130. Id. at 1. 
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are sufficient.131 DHS also requests that facilities describe 

planned security measures in order to give the Department a 

complete picture of the facility’s security outlook.132 

 DHS has also instructed facilities to identify all the 

systems that are critical to the overall security and operations of 

the facility in addition to any COI-specific assets.133 These assets 

can include both onsite and offsite resources.134 It appears that 

many facilities were selling themselves short by not listing non-

COI processes and operations when completing the SSP even 

though these assets were “essential to the functioning and 

security of the facility as a whole.”135 Once a facility has correctly 

identified all of its assets, DHS recommends that the facility then 

group these assets into “systems” that have: “[a] common role or 

group of roles in the facility’s security system; [a] common set of 

dependencies on utilities, maintenance, etc.; or [a] common 

management plan or set of operating parameters.”136 Taking this 

approach will give the department a more complete picture of the 

facility’s security posture.  

 The document also gives guidance to facilities on ensuring 

that the security measures emplaced by the facility are 

appropriate to the facility’s specified risk levels. DHS advises 

that when a facility holds a COI that it has identified as having a 

lower risk level than the facility’s overall risk tier, it may “choose 

to adopt security measures for assets related to [the] COI that 

are less rigorous, and potentially less costly, than measures 

appropriate for the facility’s overall tier.”137 DHS does caution, 

however, that facility-wide measures encompassing low risk 

assets, but still affecting the entire facility, must be appropriate 

for the overall facility tier level.138 It gives the example that 

“perimeter fencing at a site with Tier 1 assets would have to meet 

Tier 1 standards even if Tier 2 assets are also being secured at 

the site.”139 But far too many facilities have treated the entire 

facility as a single asset when attempting to distinguish between 

facility-wide security measures and asset-specific security 

measures.140 These facilities have failed to take advantage of the 

                                                                 
 131. Id. Instead of simply providing “yes” or “no” answers to the questions posed in 

the SSP, DHS has requested that facilities provide descriptive details on the facility’s 

existing security measures. 

 132. Id. 

 133. HELPFUL TIPS, supra note 129, at 2. 

 134. Id. at 3.  

 135. Id. at 2.  

 136. Id. 

 137. HELPFUL TIPS, supra note 129, at 3. 

 138. Id.  

 139. Id. 

 140. Id. 
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ability to recognize specific assets within the facility when those 

assets have been identified as a lower risk than the facility’s 

overall tier level.141 

 Some facilities were developing SSPs that only addressed 

the facility’s operations and security measures “for an 

unreasonably or arbitrarily limited portion of the year.”142 These 

SSPs did not provide DHS with enough information to determine 

if the security measures in place satisfied the standards.143 When 

a facility develops its SSP, it should consider activities that affect 

the facility throughout the year.144 In order to give DHS a 

complete picture of the facility’s security posture, a facility 

should include the following items when developing its SSP: 

“Routine day-to-day operations; Reasonably-known planned and 

predictable events (e.g., seasonal/short-term production runs, 

turnarounds and shutdowns); and Unplanned but foreseeable 

events (e.g., hurricanes, tornados, floods or other natural 

emergencies) that could significantly affect how the facility’s 

security measures satisfy the CFATS performance standards.”145  

IV. CFATS MOVING FORWARD 

 Over three years ago the Chemical Facility Anti-

Terrorism Standards were enacted “to enhance the security of 

our Nation by . . . lowering the risk posed by certain chemical 

facilities.”146 Since that time, approximately five-thousand 

facilities throughout the United States and its territories have 

come under the direction of the CFATS program.147  Despite the 

distinct phases of the program provided in 6 C.F.R. § 27, 

uncertainty in the industry accompanies the implementation of 

the CFATS program due largely to the non-prescriptive 

requirements of CFATS legislation.148 DHS has recently provided 

guidance to help these regulated facilities achieve compliance, 

and the Department continues to work in concert with the 

facilities in these early years of the CFATS regulation. As the 

nation’s operating environment continues to evolve and as the 

threat facing America’s critical infrastructures evolves with it, 

the CFATS program will play an important role in regulating 

                                                                 
 141. HELPFUL TIPS, supra note 129, at 4. 

 142. Id.   

 143. Id.  

 144. Id. 

 145. HELPFUL TIPS, supra note 129, at 4. 

 146. 6 C.F.R. § 27.100. 

 147. See ARMSTRONG, supra note 11.  

 148. See generally CFATS Knowledge Center, supra note 12 (response to a request 

from the regulated community for guidance on implementing specific security measures). 
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industrial facilities in order to protect American citizens and to 

prevent our enemies from using our own assets to cause us harm.        
 

Appendix A: Table of Abbreviations 

CFATS Chemical Facility Anti-Terrorism Standards 

COI Chemicals of Interest 

CSAT Chemical Security Assessment Tool 

CVI Chemical-terrorism Vulnerability Information 

CWP Chemical Weapon Precursors 

DHS Department of Homeland Security 

EPA Environmental Protection Agency 

IED Improvised Explosive Device 

IP Infrastructure Protection (Office of) 

ISCD Infrastructure Security Compliance Division 

NACD National Association of Chemical Distributors 

NPRM Notice of Proposed Rule Making 

PII Personal Identifiable Information 

RBPS Risk-Based Performance Standards 

SSP Site Security Plan 

SVA Security Vulnerability Assessment 

TSA Transportation Security Agency 

TSDB Terrorism Screening Database 

WME Weapon of Mass Effect 
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Appendix B. CFATS Phase Flow Chart 
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