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I. INTRODUCTION 

  

Since the late 1990s, the threat of cyber-attacks has been a 

hot-button issue in the United States. Fear over the Y2K scare 

raised concerns over critical infrastructure vulnerabilities and 

the potentially devastating collapse of a system relied on by so 

many industries.
1
 The product of this fear was an increased 

emphasis on cyber-security measures in policy documents, and 

popularized public discussions of critical infrastructure 

protection.
2
 A critical infrastructure is one that ―meets some 

standard of importance for the national interest—in that the 

goods or services it provides are essential to national security, 

economic vitality and way of life.‖
3
 

However, much of this hype, like that of the Y2K scare, was 

exaggerated. In reality, the ―Digital Pearl Harbor‖ that was 

predicted, where ―hackers plunge cities into blackness, open 

floodgates, poison water supplies, and cause airplanes to crash 

into each other,‖ has, thankfully, not occurred.
4
 This realization, 

nevertheless, does not negate the fact that many of our nation’s 

most important infrastructures have outdated computer 

networks that are vulnerable to evolving techniques of hackers. 

                                                                 
 1.  JAMES A. LEWIS, CTR. FOR STRATEGIC AND INT’L STUDIES, CYBERSECURITY AND 

CRITICAL INFRASTRUCTURE PROTECTION 2 (2006), available at 

http://csis.org/files/media/csis/pubs/0601_cscip_preliminary.pdf [hereinafter LEWIS, 

CYBERSECURITY]. 

 2.  Id. (citing, THE JOINT SEC. COMM’N, REDEFINING SECURITY: A REPORT TO THE 

SECRETARY OF DEFENSE AND THE DIRECTOR OF CENTRAL INTELLIGENCE, Chapter 1, 

Approaching the Next Century (1994)). 

 3.  CYBERSECURITY, supra note 1, at 4. 

 4.  Id.at 4. 
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The true danger of cyber-terrorism is that, as technology 

advances and critical infrastructure becomes more dependent on 

computer networking for its operations, these systems become 

more vulnerable to threats of operational failures.
5
 These threats 

can present costly downtime for these industries and negatively 

impact the environment.
6
 A recent survey involving six hundred 

information technology (―IT‖) security executives and managers 

from critical infrastructure operators in fourteen countries has 

revealed the alarming state of vulnerability of these systems to 

hackers.
7
 In a report that analyzed the data prepared by McAfee 

Inc.,
8
 in conjunction with the Center for Strategic and 

International Studies, the respondents detailed that their IT 

networks are under repeated cyber-attack.
9
 It is suspected that 

these attacks are orchestrated by individuals who are not what 

we would traditionally call ―terrorists,‖ but instead, nation-state 

attackers
10

 who want to ―penetrate networks, collect information, 

and observe activities without arousing suspicion.‖
11

  

In the United States, the main concern is intelligence 

intrusions by foreign entities, allegedly China, whose aim is to 

maintain sustained access to computer networks in our defense 

manufacturing and power sectors.
12

 These attacks can often be 

severe, including complete operational shut-downs that can cost 

up to $6 million per day.
13

 Even more alarming, the executives 

report that the recession has driven the defense manufacturing 

and power sectors to cut security resources, which would expose 

them to even more attacks.
14

 

This recent development will first discuss the survey 

methodology in more detail, and then analyze the responses as 

they relate to the energy and oil and gas sectors. Special 

                                                                 
 5.  JAMES A. LEWIS, CTR. FOR STRATEGIC AND INT’L STUDIES, CYBERSECURITY AND 

CRITICAL INFRASTRUCTURE PROTECTION, ASSESSING THE RISKS OF CYBER TERRORISM, 

CYBER WAR AND OTHER CYBER THREATS 1 (2002), available at 

http://csis.org/files/media/csis/pubs/021101_risks_of_cyberterror.pdf, [hereinafter CYBER 

TERRORISM]. 

 6.  STEWART BAKER ET AL., CTR. FOR STRATEGIC & INT’L STUDIES, IN THE 

CROSSFIRE: CRITICAL INFRASTRUCTURE IN THE AGE OF CYBER WAR 1, 3, 8 (2010), available 

at http://img.en25.com/Web/McAfee/NA_CIP_RPT_REG_2840.pdf. 

 7.  Id. at 1.  

 8.  McAfee, Inc., McAfee Mission Statement, 

http://www.mcafee.com/us/about/mission_statement.html (last visited October 27, 2010). 

McAfee, Inc. is an internet security company and anti-virus provider. 

 9.   BAKER, supra note 6. 

 10.  Id. at 3. 

 11.  LEWIS, CYBERSECURITY, supra note 1. 

 12.  BAKER, supra note 6, at 5. The author states that ―[I]n the United States, 

extensive press reporting has revealed intrusions by foreign intelligence agencies, often 

attributed to China…‖  Id. 

 13.  Id. at 3. 

 14.  Id. at 13. 
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attention will be given to the types of cyber-attacks that these 

industries face, as well as some proposed changes that might 

mitigate these attacks. 

 

II. SURVEY METHODOLOGY 

 

The data gathered during the survey used for this report 

was obtained through questions anonymously answered by key 

executives in their respective fields.
15

 Over half of the executives 

elicited have IT, security, or operational control system 

responsibilities within their organizations on the business unit 

level, while a quarter were responsible for security on a global 

level.
16

 The makeup of the executives that agreed to be identified 

in the survey included mostly chief security officers, threat 

intelligence analysts, or directors of security intelligence at their 

companies.
17

 Although insightful into current state of affairs, this 

survey was not designed to be a ―statistically valid opinion poll 

with sampling and error margins.‖
18

 The reports relating to the 

energy and oil and gas sectors are discussed below. 

To begin with, the energy and oil and gas sectors are usually 

run by Supervisory Control and Data Acquisition Systems
19

 

(―SCADA‖) or Industrial Control Systems (―ICS‖) which are 

connected to the internet or some other IP network.
20

 The 

original SCADA systems did not anticipate the fact that these 

networks would be exposed to people who would not protect the 

safety of the system.
21

 When these systems were first 

incorporated, they had very limited security features and were 

located in open and difficult to secure environments.
22

 In fact, 

nearly eighty percent of respondents reported that SCADA 

systems were connected to the IP networks or the internet, 

despite the risks involved.‖
23

 This presents an ―unresolved 

security issue‖ in these industries, because these systems are 

vulnerable to hijacking of their main control system.
24

  

In light of these security issues, the survey analyzed the 

―Security Measure Adoption Rate‖ (―SMAR‖) for each 

                                                                 
 15.  Id. at 1. 

 16.  BAKER, supra note 6, at 1. 

 17.  Id. at 40. 

 18.  Id. at 1. 

 19.  BAKER, supra note 6, at 9. 

 20.  Id. at 19. 

 21.  Id. at 22. 

 22.  Id. 

 23.  Id.  

 24.  BAKER, supra note 6, at 22.  
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organization.
25

 On the national level the survey found that China 

had the highest SMAR rate, the United States a fifty-three 

percent adoption rate, and India in last place as the least 

protected nation.
26

 One of the sectors with the highest adoption 

rate was the energy sector with fifty percent.
27

 The oil and gas 

sector was not too far behind in the forty-plus range.
28

 The most 

widely adopted security measure was the use of firewalls 

between public and private networks.
29

 

One phenomenon that is particularly pronounced in the 

power, as well as the oil and gas sectors, is extortion through 

cyber-attack or threat of a cyber-attack.
30

 The rate of 

victimization is the highest in these sectors, power (twenty-seven 

percent) and oil and gas (thirty-one percent), because of their 

particular vulnerability to large-scale impacts like power outages 

or environmental disasters.
31

 However, some of these breaches 

were ―lower level‖ extortion, typically from employees who did 

not pose as serious of a threat as a complete shutdown of the 

main control system.
32

  

There were reports in the United States that the power 

outages in Brazil in 2005 and 2007 may have been extortion 

victimization attempts.
33

 The cyber-attack in January of 2005 

affected three cities and tens of thousands of people.
34

 The attack 

in 2007 was even more devastating, affecting more than three 

million people for two-days.
35

 During this attack, one of the 

world’s largest iron ore manufacturers was knocked off the grid, 

costing it over $7 million.
36

 The Brazilian government has since 

come out and denied that these events were the results of cyber-

                                                                 
 25.  Id. at 20. IT and security executives were asked about 27 different security 

measures: ten security technologies, six security policies, five different ways of using 

encryption, and six different modes of required authentication. SMAR quantifies how 

often executives said ―yes‖ when asked if they employed a particular measure. 

 26.  Id. 

 27.  Id. at 21. 

 28.  Id. 

 29.  BAKER, supra note 6, at 21. (“The most widely adopted security measure overall 

was the use of firewalls between private and public networks, which 77 percent reported 

using (65 percent for SCADA or ICS systems).‖). 

 30.  Id. at 8.  

 31.  Id. Based on total of instances of extortion reported by each respondent in their 

sectors. 

 32.  Id. 

 33.  Id.; See also CBS Television, 60 Minutes: Former Chief of National Intelligence 

Says U.S. Unprepared for Cyber Attacks, (CBS television broadcast Nov. 8, 2009), 

available at http://www.cbsnews.com/stories/2009/11/06/60minutes/main5555565.shtml. 

 34.  CBS, 60 Minutes, supra note 33. 

 35.  Id. 

 36.  Id.  
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terrorism.
37

 Since these notorious blackouts, there have also been 

many other instances of massive cyber-attacks. Other alleged 

instances include: hackers attacking both republican and 

democratic presidential campaigns in 2008,
38

 and an intrusion of 

the Homeland Security Information Network (―HSIN‖).
39

 The 

most recent security attack was the high profile Kneber botnet, 

which infected nearly 75,000 computers and 2,500 companies 

worldwide.
40

 The Kneber botnet is a form of malware that steals 

login credentials for e-mail systems, social networks, and 

banking sites.
41

 One significant component of this attack was 

that computers infected with the Kneber bots also downloaded a 

peer-to-peer spam bot called Waledac, which sends malicious 

emails from the infected computer.
42

 It is suspected that this 

cooperation of the two bots might be indicative of rival hacker-

gangs working together on attacks.
43

 

According to the survey, the oil and gas sectors had the 

highest rates of stealthy infiltration of networks and theft of 

service attacks.
44

 One-third of the respondents reported large 

scale distributed denial of service attacks (―DDOS‖). DDOS 

attacks occur when networks of infected computers are used to 

bombard the target network with millions of fake requests.
45

 

These large-scale DDOS attacks have a particularly severe effect 

in the power and oil and gas sectors because it could cause ―a 

serious or sustained effect on operations‖ or a ―critical 

breakdown‖ of operations all together.
46

 Although the most 

common reason for cyber-attack is access to financial 

information, in the power and oil and gas sectors, over fifty 

percent of cyber-attacks were aimed at computerized operational 

                                                                 
 37.  Brian Krebs, Brazilian Gov’t.: Soot, Not hackers, Caused '07 Blackouts, WASH. 

POST, Nov. 11, 2009, 

http://voices.washingtonpost.com/securityfix/2009/11/brazilian_govt_soot_not_hacker.html 

 38.  Fox News Network, LLC, Rep. Wolf: China Hacked Congressional Computers 

(June 11, 2008), available at http://www.foxnews.com/story/0,2933,365635,00.html; see 

also James A. Lewis, Ctr. for Strategic & Int’l Studies, Significant Cyber Incidents Since 

2006, 3 (last modified July 21, 2010), available at 

http://csis.org/files/publication/100721_Cyber_Events_Since_2006.pdf, (hereinafter Lewis, 

Cyber Incidents). 

 39.  See CYBER INCIDENTS, supra note 38, at 4. 

 40.  Jaikumar Vijayan, Kneber botnet Hit 374 U.S. Firms, Gov't Agencies, 

Computerworld, Feb. 18, 2010, 

http://www.computerworld.com/s/article/9158778/Kneber_botnet_hit_374_U.S._firms_gov_

t_agencies; see also CYBER INCIDENTS, supra note 38, at 4. 

 41.  Vijayan, supra note 40. 

 42.  Id. 

 43.  Id. 

 44.  BAKER, supra note 6, at 6–7.  

 45.  Id. at 5.  

 46.  Id. at 9. 
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control systems.
47

 Attacks on these control systems, like SCADA, 

are serious because they give hackers direct control over that 

system, which can lead to expensive and dangerous network 

disruptions.
48

 In the United States oil and gas sectors, severe loss 

of services costs an estimated $8.4 million a day.
49

 However, the 

expectation that customers would pay these costs, as opposed to 

insurance companies or government bailout, was the lowest in 

the oil and gas sector (only twelve percent), so this would not 

necessarily translate into higher costs for individual customers.
50

  

Another major cause for concern in cyber-terrorism is that 

the recession has caused sectors to cut back on safety measures 

that would prevent many of these attacks. In fact, two-thirds of 

the IT executives surveyed reported that they have experienced 

recession driven cuts to their security.
51

 Thirty-seven percent of 

respondents to this survey reported an increase in vulnerability 

to cyber-attacks over the past year, whereas only twenty-one 

percent said that they had experienced a decrease.
52

 Most 

pronounced were the concerns in the energy and oil and gas 

sectors where three-quarters of respondents reported a recession 

cuts. This revelation, coupled with the suspected rise of cyber-

attacks, is a very troubling scenario for the future of these 

sectors. 

Although, one of the biggest challenges to security was cost, 

the oil and gas sectors reported ―lack of awareness of the extent 

of the risk‖ as the most prevalent difficulty.
53

 Particularly, the 

management often ―does not understand either the scale of the 

threat or the requirements for a solution.‖
54

 These industries are 

still trying to play a ―bit of catch-up‖ to all the technological 

advances that have happened in the past decade.
55

 Since the 

September 11 terrorist attacks, this lack of awareness of a threat 

likely needs to be revaluated, mainly because cyber-attacks can 

be coordinated from far away, with very little organization or 

funds.  

One suggestion to overcoming the cost hurdle is to 

demonstrate exactly how much money can be saved in the long 

run by investing in security measures that lower the risk of 

                                                                 
 47.  Id. 

 48.  BAKER, supra note 6. 

 49.  Id. at 10. 

 50.  Id. 

 51.  Id. at 14. 

 52.  Id. at 11. 

 53.  BAKER, supra note 6, at 14. 

 54.  Id.  

 55.  Id.  
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future attacks.
56

 There are numerous measures, from small to 

grand, which the energy and oil and gas sectors could utilize in 

order to minimize their vulnerabilities to hackers. Most widely 

accepted as remedial measures in SCADA systems were 

application white listing and SIEM.
57

 In addition to these 

preventive measures, companies can also make sure to update 

software on a regular basis and restrict the use of USB sticks or 

other removable media.
58

 However, because these systems are 

often a combination of hardware and software, it is not as easy to 

update these systems regularly and replacing them can be cost 

prohibited.
59

 Another simple solution is to monitor new IP 

connections to the SCADA systems, which eight percent of 

respondents said they failed to do.
60

 By monitoring new IP 

connections, companies could prevent the unlawful entry of 

untrusted individuals to their network and protect against data 

collection efforts. 

Another possible step in the security direction is government 

regulation of these systems. However, there is resistance by 

private industry and doubts regarding this approach because of 

concerns as to whether the government is capable of deterring 

such attacks.
61

 In fact, forty percent of respondents expressed 

that government regulation in their industries had ―no 

significant effect,‖ or worse ―diverted resources from improving 

security.‖
62

 In a speech shortly after his election, President 

Obama emphasized the threat of cyber-attacks, which has cost 

the U.S. $8 billion, and vowed that cyber-security would become 

a national priority.
63

 A ―cyber-czar‖ was appointed to lead this 

agenda; however, she resigned a few months afterwards, and the 

position has been a hard one to fill.
64

  

More recently, the government is preparing to launch a 

program called ―Perfect-Citizen‖ to detect network intrusions on 

                                                                 
 56.  Id. at 15. 

 57.  BAKER, supra note 6, at 22. 

 58.  Id. at 21. 

 59.  Id. at 22. 

 60.  Id. at 23. 

 61.  BAKER, supra note 6, at 26. The author notes that 27 Percent of executives in 

U.S. expressed lack of confidence that U.S. government was capable of deterring attacks. 

 62.  Id. at 27. 

 63.  Tim Reid and Matt Spence, Barack Obama announces new White House office to 

combat cyber terrorism, THE TIMES (London), May 30, 2009, available at 

http://www.timesonline.co.uk/tol/news/world/us_and_americas/article6391150.ece. 

 64.  Siobhan Gorman, Security Cyber Czar Steps Down, WALL ST. J., Aug, 4, 2009, 

http://online.wsj.com/article/SB124932480886002237.html.  The position was later filled 

in December 2009 by Harold Schmidt. Macon Phillips, Introducing the New Cybersecurity 

Coordinator, White House Blog, Dec. 22, 2009, 

http://www.whitehouse.gov/blog/2009/12/22/introducing-new-cybersecurity-coordinator. 
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critical infrastructure.
65

 This program would position a set of 

sensors in critical infrastructure networks that would monitor 

any unusual activity on the networks and send a red flag if 

necessary.
66

 There are concerns as to whether the centralization 

of all Internet information would only be make the government 

program a bigger target for hackers to infiltrate this program 

and steal vital information. Recently, there have been reports of 

Stuxnet, a revolutionary cyberworm, which is the first of its kind 

to target a specific physical location.
67

 In this case, it was Iran’s 

nuclear power plants that were the target, but this incident 

really served as a sign that this sort of targeted technology is 

available to take down other power sources around the world, 

including in the United States.
68

 

 

III. CONCLUSION 

 

President Obama has declared, "[I]t is now clear this cyber 

threat is one [of] the most serious economic and national security 

challenges we face as a nation." 
69

 What is not as clear is the 

solution to these vulnerabilities. Considering what a sector 

failure costs per day for some of these industries, they would be 

savvy to start implementing technology updates and stricter 

maintenance of their networks. For the energy sector this might 

include some help from the government, considering that cyber-

terrorism poses a national security threat; however, the extent of 

the role government would play is not clear at this point. Maybe 

the ―Perfect-Citizen‖ programs will help to secure the electricity 

grids and power plants. Ultimately, these industries will have to 

reassess how they use this advancing technology and come up 

with tailored solutions that meet their needs, because it is 

unlikely that one measure will secure all sectors equally.  

 

                                                                 
 65.  Gorman, supra note 64. 

 66.  Id. 

 67.  Mark Clayton, Stuxnet Malware is 'Weapon' Out to Destroy Iran's Bushehr 

Nuclear Plant?, YAHOO NEWS, Sept. 21, 2010, http://news.yahoo.com/s/csm/327178. 

 68.  Id. 

 69.  CBS, 60 minutes, supra note 33. 


